



































































































































Zero Knowledge Proof
Sew o

Can we prover
convince someone else verifier that astatement is true

without
conveying the verifier any

information beyond the fact that
statement is true

Ex You solved a very hard
sudoku You want to convincethat you

solved

it but you don't want to
reveal the solution How can we achievethis

Zero Knowledge Proof ZKP

First conceived by Goldwasser Micali
Rackoff 1985

TheKnowledge Complexity of InteractiveProof Systems

They give first ZkP for Quadratic NonResidue problem QMR

Two large integer a N are given
Peggy knows that x is nota

quadratic residue moduloN ie no y satisfy
水三y mod N

She can interactively prove comince Victor this without revealing

any additional knowledge






































































































































Det A zero knowledge proof of a statement satisfies

Completeness f the statement is true then an
honest verifier will be

convinced of this fact by an honest prover

Soundness If the statement is false then no cheating prover can

convince an honest verifierthat it is true except with some

negligible probability

Zero Knowledge If the statement is true then no verifier learns anything
otherthan the factthat the statement is true

This is formalized by showing that every verifier has some simulator

that given only the statement is proved can produce a transcript

that looks like an interaction between an honest proverand verifier

in question

Examples

Ak Baba Cave by Quisquater Howto explainZeroKnowledgeProtocols

to Yur Children

Peggy want to convince Victor that she knows magie word for

a door inside cave

A
ai

B






































































































































Z KP Interactive

Peggy enter to the cave through A or B

randomly chosen

Victor ask Peggy to exit through A or B

randomly chosen

Repeat and

P Peggy correctly guess I Don't know magic
word

As of rounds
grow

the probability

Peggy success all the time
decreases exponentially

Also Victor can't figure out magic word

assuming cave is big enough

Where's Wally Waldo

Peggy want to comin ce tat she found Wally

without revealing the position






































































































































ZKP Prepare large piece of paper with Wally

shaped hole in the middle book behind paper

ii
i

i1

Wally shaped
hole

Playing card's color

Peggy choose a card from a deck She want to

convince that she draw red card

ZKP Show that all black cards are in thedeck






































































































































Discrete logarithm

Large prime p and primitive rot ge ㅍ

are given ye I is also given Peggy want to

convince that she knows discrete log of y.ie
A et st g y mod p

ZKP Interactive Foreach round

Peggy generate random r e R and compute g modp
Victor randomly issues one of the following requests

Peggy discloses r Victor check if gtmatches C
2 Peggy discloses et r mod p 1 Victor check if
getmatches with Cy mod p

It Peggy can predict Victor's move she can always cheat Forexample

if Victor's move is 2 she can randomly generate r pretend it

as ntr Now send C y g to Victor ThenVictor can cheek

g g Cy Cy and Peggy passes the
test

But if not she can't cheat assuming
discrete logproblem is hard






































































































































Quadratic Residue QR

Pig large primes and N pf Peggywant toprove that a certain

number
y
is a square

mod N ie ns.t y
R mod N

without revealing e.g
Believe QR is hard problem unlessyou

know factorization of N

f factorization is known use Legendre symbol quadratic reciprocity

ZKP Interactive

Peggy chooses random r mod N and send s r mod N

to Victor

Victor
randomly chooses β

e 30.13 and sends it to Peggy

Peggy computer

mod N if β
o P rz far modN t r

and sends it to Victor

Victor computer z2 mod N and cheek if

Z2 Y
S mod N it β

o

ys mod N if pet
Exercise Provethepotocol is sad and complete






























































WhyZero Knowledge Victor can simulate Peggy's response

without knowing additional information He can generate sequence

S P Z S2 β2 2 S3 P3 Z3

by choose

β 30.13 ZimodN randomly at each step

andset Si E.lyβ mod N If the protocol was not

Zk then Victor should be able to figure out some knowledge

himself with simulated
sequence

Sudoku non interactive

Prepare 35 243 cell sized papers For each cell write

the corresponding number on 3 papers and putupsidedown

Now for each row column 3 3 boxes Vitor

collet 9 papers and shuttle Then reveal if the papers

have 1 9 exactly once

Victor can't get any
information about the actual soln

since papers are shuffled



Other examples

Graph B coloring

Hamiltonian cycle

Rubik's Cube Rush hour Kakuro

See Ripsom Gardiner's Honor's
thesis ZeroKnowledgeProofsforPuzzles

Applications

Proof of Identity Passport Covidpass

ML AI Peggy wants to serveMLmodel without revealing model
or even proot of training Garg et al 2023

OnlineVoting

Blockcham ZCash
zkCrush zkMultiCrush


